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This guide walks you through registering your YubiKey and signing in with a passkey, a
secure, passwordless way to access your work account.

e Biometric enrollment:
o Enroll fingerprints for authentication using biometrics (optional):
m Using Windows Hello on a Windows 10 or 11 device
m Using the Yubico Authenticator App
e Registration:
o Sign-in with a Temporary Access Pass (TAP)

o Register a passkey (FIDO2) on a YubiKey using self-service registration
bootstrapped with a TAP

e Authentication:

o Sign-in to a web application using a passkey (FIDO2) on a YubiKey

o Sign-in to a Windows 10 or 11 device with a passkey (FIDO2) on a YubiKey
e Lifecycle management:

o Change the PIN on a YubiKey

o Reset a YubiKey

o Delete a YubiKey from an Entra account

e You will need a supported YubiKey approved for use by your organization.
e Internet connectivity is required the first time you sign in with your YubiKey.
o For device sign-in:

m  Windows 10 or 11, cached credentials allow you to sign in offline after
the initial sign-in.

m If you have multiple passkeys registered on a single YubiKey,
Windows will automatically select the most recently registered
passkey. This is a Microsoft Windows limitation.

e If you're signing in to a Windows 10 or 11 device with your YubiKey, the device must
be Entra joined to Entra hybrid joined. This does not apply to web-based sign-in.

e There is a limit of ten security keys per user. If your account already has ten security
keys one will have to be removed to register a new YubiKey.



The YubiKey Bio Series (FIDO Edition and Multi-Protocol Edition) requires fingerprint
enrollment to enable biometric authentication without the need for a PIN during sign-in.
However, a PIN is required during setup and serves as a fallback if fingerprint matching fails.
After three unsuccessful fingerprint attempts, the YubiKey will prompt you to enter the PIN.

These instructions demonstrate how to enroll fingerprints on the YubiKey Bio using the
native Windows Hello utility and using the Yubico Authenticator App.

1. Insert your YubiKey Bio
2. Click on Start > Settings > Accounts
a. Under Account Settings, select Sign-in options

< Settings
Demo User Accounts
DemoUser@demOtenant.on...
Find a setting Q DEMO USER .
DemoUser@demOtenant.onmicrosoft.com
Administrator
B system
0 Bluetooth & devices
o= Your info 5
¥ Network & internet Profile photo
/' Personalization .
Email & accounts
(=] >
™1 Apps Accounts used by email, calendar, and contacts

L Sign-in options N

Windows Hello, security key, password, dynamic lock

P Time & language

3. Select Security key, in the Sign in to apps with a physical security menu, click

Manage
4 Settings
Demo User Accounts > Sign-in options
DemoUser@demOtenant.on...
Ways to sign in
Find a setting Q -
Facial recognition (Windows Hello) -
Sign in with your camera (Recommended)
@ system
© Bluetooth & devices a Fingerprint recognition (Windows Hello) o
This option is currently unavailable
¥ Network & internet
/P lizati PIN (Windows Hello) “
ersonalization Sign in with a PIN (Recommended)
B Apps
Security key
[ ~
| = Accounts @ Sign in with a physical security key
P Time & language
Sign in to apps with a physical security key
# Gaming




Touch the YubiKey when prompted

Windows Hello setup

| Touch your security key.|

Close

Under Security Key PIN, click Add

Windows Hello setup

’(@ Security Key Fingerprint

Personalize your security key

:::{Security Key PIN

Creating a PIN for your security key helps keep
you secure

Add

G Reset Security Key

Remove everything from this security key and
reset to factory settings

Reset

Close

Create a PIN, confirm it and click Ok

Windows Hello setup

Set up a security key PIN

Concel




7. Under Security Key Fingerprint, Click Set up

Windows Hello setup

’(@]Security Key Fingerprint|

Personalize your security key

it Security Key PIN
Creating a PIN for your security key helps keep
you secure

Change

G Reset Security Key

Remove everything from this security key and
reset to factory settings

Reset

Close

8. Enter your PIN and click Ok

Windows Hello setup

Making sure it's you

S proeeeey

9. Touch your YubiKey Bio to begin the fingerprint enrollment process

Touch the fingerprint sensor

Repeatedly lift and rest your finger on the sensor on
the top of your device until setup is complete.

Cancel




10. Continue to touch the circular area within the silver ring with the fingerprint you are
enrolling repeatedly until the fingerprint capture process is complete

Windows Hello setup

Touch the fingerprint sensor

Cancel

11. We recommend that you add an additional fingerprint. You may add up to five
fingerprints. Once complete, click Done

Windows Hello setup

All set!
Use your fingerprint the next time you want to unlock
your device.

Add another finger

Done




1. Insert the YubiKey into your Windows device
2. Launch the Yubico Authenticator App

3. Select Fingerprints > Set PIN

! Vubico Authenticator

YubiKey C Bio - Multi-protocol Ec

- S/N: 29475326 F/W: 5.6.6

(M Home

@ Fingerprints

a¢ Passkeys

[E3 Certificates

Fingerprints
Get started with fingerprints
Befare it's possible to req ster ;I'1g€"3' nts, a PIN needs

cot

— 0 4
Setup
Add fingerprint
A PIN is required o
Manage
&= Set PIN A

FIDO PIN protection

4. Create a New PIN, Confirm the PIN and click Save

Set PIN

— New PIN

characters.

A PIN must be 6-8 characters long and may contain letters, numbers and special

Confirm PIN

a/8
Cancel Save
5. Select Add Fingerprint
#) Yubico Authenticator = m] x
YubiKey C Bic - Multi-protocol Ec F i n g e r p ri nt S FlDoz PRIV Setup
S/N: 29475326 F/W: 5.6.6 )
Get started with fingerprints Add fingerprint A

(M Home

i@ Fingerprints

a9 Passkeys

[Z3 Certificates

Add one or more (up to five) fingerprints

0/5 fingerprints registered

Manage

Change PIN
8 atitempts remaining



https://www.yubico.com/products/yubico-authenticator/

6. Touch the YubiKey to begin enrolling your fingerprint and follow the instructions

Add fingerprint

Press your finger against the YubiKey to begin.

— =

®

Add fingerprint

Keep touching your YubiKey repeatedly...

_

®

Cancel cancel

7. Provide a name for the fingerprint and click Save. Repeat this process and add an
additional fingerprint.

Add fingerprint

| Fingerprint captured successfully! |

v

Name this fingerprint

- ame
Right Index]

11/15

Cancel Save

8. Your fingerprint will be saved and you can now use it to sign-in once you have a
passkey registered with Entra ID.

¥ Yubico Authenticator

FIDo2 PV Setup

Fingerprints

@ Right Index

YubiKey C Bio - Multi-protocol Ec
- 5/N: 20475326 F/W: 5.6.6

Add fingerprint

1/5 fingerprints registered

Manage

(m Home

= Ei . = Change PIN
@ Fingerprints 8 attempts remaining
a¢ Passkeys

E3 certificates




To register a YubiKey for passwordless sign-in, you'll need to first prove your identity using
either:

e An existing multifactor authentication (MFA) method
e A Temporary Access Pass (TAP) provided by your administrator

What is a TAP?

A TAP is a one-time or time-limited code that allows you to register a security key without

needing a password or existing MFA method. It is issued by your IT administrator and should
be handled securely.

Important:
e A TAP can only be used within its valid time window.
e If you're using a one-time TAP, you must complete registration within 10 minutes of
signing in.
e |f your TAP expires or is deleted, it cannot be used again.

1. Insert your YubiKey

2. Launch a browser and navigate to https://aka.ms/mysecurityinfo
3. Enter your email address and click Next

& wprivate m B Sign in fo your account

<& G & https login.microsoftonline.com/common/oauth2/v2.0/authorize?client_id=19db86c3-b2b9-44cc-b339-36da233a3be2&uredirect =https%3A

B Microsoft

Sign in
demouser@yubicodemo.ca

Can't access your account?

Q Sign-in options

Terms of use  Privacy & cookies

£ = 324 PM
B Q scach YT L e~ ow


https://aka.ms/mysecurityinfo

4. Enter the TAP and click Sign in

InPrivate

D
a]

[
“

~

(&)

B Sign in fo your account

login.microsoftonline.com,

B® Microsoft
< demouser@yubicodemo.ca
Enter Temporary Access Pass

yEQda3bd]

Show Temporary Access Pass

Other ways to sign in

Terms of use  Privacy & cookies

B Q Search

329 P

O T e v

us

€ InPrivate
<

D

n

B My Sign-ins | Security Info | Micre X

+

mysignins.microsoft.com,

My Sign-Ins & 7
@ To maintain access to your account, add a sign in method. X
L Overview
Security info
2 Security info
These are the methods you use to sign into your account or reset your password.
L1 Devices
—+ Add sign-in method
@\ Password
Last updated
El Password 8 months ago Change
=] Organizations
Eg  Temporary access pass Expires 4/8/2025, 5:23:12 PM Delete
8 Settings & Privacy
Lost device? Sign out everywhere
D Recent activity
~ - ENG 424PM
a8 Q search E 28 dr ~ Q) GaEle)




Register a passkey on your YubiKey

1. In the Security Info portal, click on the Add sign-in method

InPrivate . ([ B My Sign-ins | Security Info | Micre X+

mysignins.microsoft.com,

My Sign-Ins &8 ? @

(@ To maintain access to your account, add a sign in method. X

K Overview

Security info

% Security info
These are the methods you use to sign into your account or reset your password.

L1 Devices

Q Password Last updated:
[=] Password paated: Change
8 months ago
= Organizations
@ Temporary access pass Expires 4/8/2025, 5:23:12 PM Delete
A Settings & Privacy

Lost device? Sign out everywhere
® Recent activity

B asern L2=CEEE - JEETE

2. Select the Security Key option

InPrivate . ([ | &y Home | Microsoft365Copilot X [ My Sign-Ins | Security Info | Micre x

@ mysignins.microsoft.com,

Add a sign-in method

Passkey in Microsoft Authenticator
Sign in with your face, fingerprint, PIN

Security key
Sign in using a USB, Bluetooth, or NFC device

Microsoft Authenticator
Approve sign-in requests or use one-time codes

Hardware token
Sign in with a code from a hardware token

Phone
Get a call or text to sign in with a code

= NG 7076M
== Q Search [ ﬁ - e a ~ 8 U0 O e
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3. Select the USB device option. Alternatively, the NFC device option can also be
selected when using a YubiKey that is NFC capable and you have a compatible NFC
reader connected to your device.

InPrivate 1) Home | Microsoft 365 Copilot X My Sign-Ins | Security Info | Micre X =

@] mysignins.microsoft.com

Security key

Choose the type of security key that you have.
B UsB device

NFC device

- | ENG T09PM
&R Q searcn L2208 20 BR B e

4. Click Next

InPrivate Home | Microsoft 365 Copilot X My Sign-Ins | Security Info | Micre x  +

mysignins.microsoft.com

Security key

Have your key ready.

When you choose Next, you will be prompted to plug your security
key into the USB port. Then, touch the button or the sensor on your
security key to finish setting up your device.

For more detailed instructions, visit your key manufacturer's website.

| ENG 7:09 PM
ARl Q search LZ2-c®8 ~ & D 0
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5. Click Ok to allow registration of your YubiKey

& Private (im] B Sign in to your account

(@] o] login.microsoft.com

| ¥ Windows Security

|
Security key setup

Set up your security key to sign in to
login.microsoft.com as DemoUser@YubicoDemo.ca.

This request comes from the app "msedge.exe” by
“"Microsoft Corporation”.

Cancel

Terms of use  Privacy & cookies

Q Search m O a

£nG T126M
O B L

& InPrivate m @ Sign in to your account

&« O a] login.microsoft.com,

¥ Windows Security

Continue setup

This will let login.microsoft.com see the make and
model of your security key.

login.microsoft.com wants to create a credential on
your security key. This lets you sign in without having
to type your username.

Note: A record of your visit to this site will be kept on
your security key.

Terms of use  Privacy & cookies

BB Q search [

R
i
2

ENG Ti12PM
~ o 05 Chal



7. Create a PIN and confirm it, then click Ok. Note if you are using the YubiKey Bio
and have a fingerprint enrolled, you will be prompted to touch your key instead of
creating a PIN.

& Inprivate (m) B Sign in to your account

login.microsoft.com

B® Microsoft

& Windows Security

Continue setup

You'll need to create a PIN for this
security key.

®  New Security Key PIN
-
sssccsse |
Confirm Security Key PIN

]

Terms of use  Privacy & cookies

BR  Q Search [TI

- ENG T12PM
a & L) B men ot

e

8. Touch the YubiKey when prompted. You will be prompted twice.

& Private (im] B Sign in to your account

< G [a] login.microsoft.com

= Microsoft
¥ Windows Security X
Continue setup
| Touch your security key. |
Cancel ‘

Terms of use  Privacy & cookies

(" - ENG. T12PM
38 Q search L @ = % a8 O B L




9. You will receive confirmation that the passkey has been saved. Click Ok to proceed.

nPrivate . ([ HF Signin

login.microsoft.com

Fl T T

$  Windows Security

Passkey saved

‘You can now use your security key to sign in to

“login.microsoft.com”.

Cancel Next

Terms of use  Privacy & cookies

713 EM

BR  Q search mha e o vl E\T: B 05008

10. Provide a friendly name for your YubiKey and click Next

InPrivate . ) B My Sign-ins | Security Info | Micre X 4

mysignins.microsoft.com,

Security key X

Name your security key. This will help distinguish it from other keys.

I My Primary Vub\Keyl |

Cancel m

713PM

B Q search EhofB ~ P Gl B
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11. Click Done to complete the registration process.

InPrivate . ([ B My sSig curity Info | Micre X 4

G mysignins.microsoft.com,

Security key

You're all set!

You can use your security key instead of a username and password
the next time you sign in.

Be sure to follow your security key manufacturer’s guidance to
perform any additional setup tasks such as registering your

fingerprint.

713 EM

== Q Search [N ﬂ - g i vl E:: B 05008

12. Successful registration will display your newly registered YubiKey as a Passkey

InPrivate . ) B My Sign-ins | Security Info | Micre X 4

O mysignins.microsoft.com,

i My Sign-Ins « & 7 @

@ To maintain access to your account, add a sign in method.

R overview
Security info

2 Security info
These are the methods you use to sign into your account or reset your password.

L1 Devices

—+ Add sign-in method
@\ Password

Last updated:

El Password 8 months ago Change

=) Organizations
Passke) My Primary YubiKe, elete

& key ly Primary Yubikey Del ™
8 Settings & Privacy

@ Temporary access pass Expires 4/8/2025, 7:30:15 PM Delete

D Recent activity

Lost device? Sign out everywhere

ENG 643 PM
G us E'? ﬂﬁ) 2025-04-08

2R Q Search [TH /]

"
1]
a
03
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These instructions demonstrate how to sign-in to the Office 365 portal, however you can
sign-in to any web application you have access to that is connected to Entra ID.

1. Launch a browser and navigate to https://portal.office.com

2. At the Sign in prompt select Sign-in options

m & Sign in to your account

ttps://login.microsoftonline.com/common/oauth2/v2.0/authorize?client _id

¥ Microsoft

Sign in

Email, phone, or Skype

No account? Create one!

Can't access your account?

Q Sign-in options

Terms of use  Privacy & cookies

28  Q search m O

- = ENG 657 PM
= 88 & A W P gl BRI

3. At the Sign-in options screen select the Face, fingerprint, PIN or security key
option

m & Sign in to your account

ttps://login.microsoftonline.com/common/oauth2/v2.0/authorize?client _id

B Microsoft

Sign-in options

o, Face, fingerprint, PIN or security key ®
.? Use your device to sign in with a passkey.

o Sign in with GitHub ®
Personal accounts only

Sign in to an organization
m Search for a company or an organization you're
working with.

Back

Terms of use  Privacy & cookies

28  Q search [ F]

R
'
12
a8
3

ENG 659 PM
~ oy U5 CTal B



https://portal.office.com

4. Enter your PIN and click Ok. Note if you are using a YubiKey Bio, you will be
prompted to touch your key and provide your fingerprint.

& Inprivate (m) B Sign in to your account

login.microsoft.com

pu=
¥ Windows Security

|
Making sure it's you
Please sign in to “login.microsoft.com”

This request comes from the app “msedge.exe” by
“Microsoft Corporation”.

Please enter your security key PIN.

@®  Security Key PIN
-
cecscene]

OneDrive - Personal
1 Not signed in & cookies
] i = e ENG T:01PM
B Q search (U SRRy 3N - O] SR R i

5. Touch your YubiKey to complete the authentication

& InPrivate (m) | Sign in fo your account

login.microsoft.com

pu=

¥ Windows Security

|
Making sure it's you
Please sign in to “login.microsoft.com”.

This request comes from the app “msedge.exe” by
“Microsoft Corporation”.

i

Touch your security key.

Cancel

Terms of use

Privacy & cookies

EE  Q search m D& E_;

| @

ENG
~ & N O o

702 PM

6. You should now be signed in to Office 365



These instructions demonstrate how to sign-in to your Windows PC with your registered
YubiKey. Once successfully signed-in you should have single sign-on (SSO) access into
your Entra applications.

1. Insert your YubiKey into your Windows device
2. From the Windows lock screen select your user account
3. Click on Sign-in options

Demo User

Password

Sign-in options

Demo User

Other user

e L O

4. Select the security key icon, enter your PIN and hit enter. If you are using a
YubiKey Bio, you will be prompted to touch your YubiKey instead.

Demo User
Eecuri\y Key PIN

Sign-in options

Q |8 @

Demo User

Other user




5. Touch your YubiKey when prompted

Demo User

8

Touch your security key.
Sign-in options

Q (B @

Demo User

Other user

6. You will be successfully signed-in to the desktop

Demo User

~
Hello!

Welcome




This section outlines some additional considerations when managing YubiKeys, to include
removal of YubiKeys from a user account, changing the PIN, or resetting the YubiKey. The
end user has the option to use the following tools:

1) Windows 10/11 Windows Hello utility

2) macOS Google Chrome Security Key Settings
a) Supported on macOS 10.14 or later
b) Recommended version 85 or later

3) The Yubico Authenticator App
4) The YubiKey Manager CLI

1. Insert the YubiKey into the device.
2. Sign-in to the Windows 10 or 11 machine.
3. Navigate to Settings > Accounts > Sign-in options.
4. Click Security Key. Once expanded, click Manage.
€ Settings N E
Demo Accounts > Sign-in options
DemoUser@YubicoDemo.ca
© Some of these settings are managed by your crganization.
Find a setting =
Ways to sign in
B System Facial recognition (Windows Hello) 9
This eption is currently unavailable
g Bluetooth & devices
W Network & internet [f:-:\ Fingerprint recognition (Windows Hello) o
S This eption is currently unavailable
#  Personalization
PIN (Windows Hello)
‘ Apps This eption is currently unavailable Y
| ; Accounts
Security key
"3 Time & language E] Sign in with a physical security key ~
8 Gaming _ . . .
Sign in to apps with a physical security key
l.' Accessibility
Password
/ Privacy & security p Sign in with your account’s password v
@ Windows Update
IE Picture password o
Swipe and tap your favorite photo to unlock your device



https://docs.yubico.com/software/yubikey/tools/authenticator/auth-guide/ykauth-intro.html
https://docs.yubico.com/software/yubikey/tools/ykman/intro.html

5. When prompted, touch the YubiKey

Windows Hello setup

{ Touch your security key.|

Close

6. Under Security Key PIN select Change

Windows Hello setup

’(('{;\ﬁ\ Security Key Fingerprint
v Personalize your security key

Add another Remove

:i% Security Key PIN

Creating a PIN for your security key helps keep you secure

G Reset Security Key

Remove everything from this security key and reset to
factory settings

Reset

Close

7. In the Change your security key PIN window, provide the current PIN, the new
PIN, and confirm the new PIN. Click OK.

Windows Hello setup

Change your security key PIN

OK Cancel




1. Open Google Chrome.
2. Navigate to “chrome://settings/securityKeys” in address bar or use the menu as
described below:

a. Menu ( E ) — Settings.
b. From the left menu, select “Privacy and security.” Under the Privacy and
security menu, click Security.

Clear browsing data
Clear history, cookies, cache, and more

i
-

Cookies and other site data
Third-party cookies are blocked in Incognito mode

Security
Y

Safe Browsing (protection from dangerous sites) and other security settings

Site Settings
Controls what information sites can use and show (location, camera, pop-ups, and more)

1.
Tit

c. Under Advanced, click Manage security keys.
3. Click Create a PIN.
4. When prompted, insert the YubiKey and tap it.

Create a PIN

To continue, insert and touch your security key

-

Cancel Save

5. Atthe Change a PIN screen, enter in the current PIN, the new PIN, and confirm the
new PIN. Once completed, click Save.

Change a PIN

Eniter your current PIN 1o change it. If you don’t know your PIN, you'll need to reset
the security key, then create a new PIN

Current FIN

—

Enter your mew PIM. & PIN must be at least four characters long and can contain
letters, numbers, and other characters.

PN Canfirm PIN

6. If successful, Chrome will indicate the PIN was created.




1. Insert the YubiKey
2. Launch Yubico Authenticator App
a. Note: On Windows 10 and 11, Yubico Authenticator will request to elevate to
administrator privileges when performing passkey management functions.
3. Select Passkeys

¥ Vubico Authenticator = [m] X

) Device
o YubiKey 5 NFC HO[ ne
®  S/N:27788791 FW:5.7.1

Toggle applications
Yu biKey 5NFC / @ S Enable/disable applications

A Home Serial number: 27788797 Factory reset
X
e version: 5.7.1

Restore YubikKey defaults

2s  Accounts Yubico OTP  PIV  OATH App\icat\on

DOpenPGP  YubiHSM Auth

-
2¢ Passkeys FIDD U2F  FIDO2 e 553 Settings

Change application preferences

%
[Z] Certificates ® Help and about
Troubleshoot and support
?3 Slots
4. Select Change PIN
¥ Yubico Authenticator = [} s

. Yubikey 5 NFC PaSSkeyS FID02 Manage
5 S/N: 27788797 F/W: 5.7.1

Change PIN
Enter the FIDO2 PIN for your YubiKey 8 attempts remaining

PIN
(] Home [ @

2s Accounts ~ .-
[ Unlock
ap Passkeys

[27] Certificates

@3 Slots




5. Enter the Current PIN and then enter the New PIN and Confirm PIN and click Save

Change PIN

Current PIN
[ ........ @
8/63

New PIN
[ ........ (®)

A FIN must be £-63 characters long and may contain letters, numbers and special 8/63
characters.

Confirm PIN
[l ........ (®)

8/63

Cancel Save

6. The Yubico Authenticator App will display a PIN set confirmation

# Yubico Authenticator - a X

o Yubikey 5 NFC PaSSkeyS FIDOZ Manage
4+ §/N:277887971 F/W:5.7.1

Change PIN

Q, Search passkeys = 8 attempts remaining

[ Home

e login.microsoft.com
DemoUser@demOtenant.onmicroso M
Accounts DemoUser@demOtenant.onmicrosoft.con

ap Passkeys :3'_'3 GRS

Cm

n-passkey credentials may exist

[ZF Certificates

?3 Slots




wn

Open a terminal
a. Note: On Windows 10 or 11, passkey management in YubiKey Manager CLI
will need to be run as an administrator.
Navigate to the YubiKey Manager CLlI installation path
Run the following command: ykman fido access change-pin --pin 123456
--new-pin 654321 (modify the PIN values to your values)
Hit Enter



Microsoft Windows allows you to reset your security key if you have forgotten your PIN.
There is no way to recover a forgotten PIN and a reset of the YubiKey will be required.

Note: If you reset your YubiKey, it will no longer be associated with your user account in
Entra ID and will need to be re-registered. The corresponding registrations in Entra ID will
not be automatically removed after resetting a YubiKey. Sign-in to My Security Info portal
with each Entra account associated with the YubiKey to remove the registrations. Refer to
the section below Removing a YubiKey as a security method.

Note: Windows 10 versions below Spring 2020 (2004) are not able to reset FIDO2 security
keys successfully. Use a different method.

Insert the YubiKey

Navigate to Settings > Accounts > Sign-in options.
Click Security Key. Once expanded, click Manage.
When prompted, touch the YubiKey

Under Reset Security Key, select Reset

a0~

Windows Hello setup

@ Security Key Fingerprint
Personalize your security key

Add another Remove

e o
<2+ Security Key PIN
.
Creating a PIN for your security key helps keep you secure

Change
Reset Security Key

Remove everything from this security key and reset to
factory settings

Close

6. Click Proceed to reset the Security Key.

Windows Hello setup

Reset Security Key

The security key will be reset to factory settings. All data and
credentials on this key will be cleared.

Proceed Cancel




7. When prompted, unplug and reinsert the YubiKey

Windows Hello setup

S
Reinsert your security key.

Learn more

Cancel

8. When prompted,Touch the YubiKey twice within 10 seconds

Windows Hello setup

ITouch your security key twice within 10 seconds I

Learn more

Cancel

9. Upon a successful reset, click Done

Windows Hello setup

Reset Complete.

Dane




1. Open Google Chrome.
2. Navigate to “chrome://settings/securityKeys” in address bar or use the menu as
described below:

a. Menu ( E ) — Settings.
b. From the left menu, select “Privacy and security.” Under the Privacy and
security menu, click Security.

Clear browsing data
Clear history, cookies, cache, and more

Cookies and other site data
Third-party cookies are blocked in Incognito mode

Security
¢

Safe Browsing (protection from dangerous sites) and other security settings

Site Settings
Controls what information sites can use and show (location, camera, pop-ups, and more)

"
T

c. Under Advanced, click Manage security keys.
3. Click Reset your security key.
4. When prompted, remove the YubiKey from the device, reinsert the YubiKey and
touch it.

Reset your security key

To continue, remove your security key from your device, then reinsert and touch it

C

Cancel

5. Touch the YubiKey again to confirm reset.

Touch to confirm reset

Touch your security key again to confirm reset. All information stored on the
security key, including its PIN, will be deleted.

Cancel

" |

6. Chrome will display “Your security key has been reset” when completed.

Reset your security key

Your security key has been reset




1. Insert the YubiKey
2. Launch the Yubico Authenticator App
a. Note: On Windows 10 and 11, Yubico Authenticator will request to elevate to
administrator privileges when performing passkey management functions.
3. Select Factory Reset

# Yubico Authenticator = [m] *

o Home Device

. ~ 85 Toggle applications
Yu bIKe‘y" 5CNFC /Z @ “  Enable/disable applications
A number: 28612650 Factory reset
version: 5.7.1 & Restore YubiKey defaults
=a Yubico OTP PIV 0ATH OpenPGP Application
FIDO U2ZF FIDOZ
2 £ ?et‘[ings o _
Change application preferences
=) ® Help and about
Troubleshoot and support
.
b

4. Select FIDO2 and click Reset

Factory reset

(& OATH I v FIDO2 I =PV )

Warning! This will irrevocably delete all U2ZF and FIDO2 accounts, including passkeys,
from your YubiKey.

Your credentials, as well as any PIN set, will be remaoved from this YubiKey. Make sure
to disable these from their respective web sites to avoid being locked out of your

accounts.
Cancel Reset




5. Unplug the YubiKey and reinsert it when prompted

Factory reset
Sz OATH + FIDOZ =] PIV

Warning! This will irrevocably delete all U2F and FIDO2 accounts, including passkeys,
from your YubiKey.

Your credentials, as well as any PIN set, will be removed from this Yubikey. Make sure
to disable these from their respective web sites to avoid being locked out of your
accounts.

IStaTus: Unplug your YubiKey I

Cancel Reset

6. Touch the YubiKey when prompted

Factory reset
S: OATH + FIDO2 & PIV

Warning! This will irrevocably delete all U2ZF and FIDO2 accounts, including passkeys,
from your YubiKey.

Your credentials, as well as any PIN set, will be removed from this YubiKey. Make sure
to disable these from their respective web sites to avoid being locked out of your
accounts.

Status: [fouch the button on your YubiKey now |

Cancel Reset

7. Click Close

Factory reset
& OATH |« FIDO2 = PV

Warning! This will irrevocably delete all U2F and FIDO2 accounts, including passkeys,
from your YubiKey.

Your credentials, as well as any PIN set, will be removed from this Yubikey. Make sure
to disable these from their respective web sites to avoid being locked out of your
accounts.

Status: FIDO application reset




Nooabkwd

Note: On Windows 10/11, passkey management in YubiKey Manager CLI will need
to be run as an administrator.

Launch a terminal

Navigate to the the path the YubiKey Manager CLlI installation path

Run the following command: ykman fido reset

Hit Enter

Remove and reinsert the YubiKey when prompted

Touch the YubiKey when prompted



Deleting a YubiKey from your Entra account

1. Navigate to https://aka.ms/mysecurityinfo
2. Under Security Info, click delete on the YubiKey you intend to remove

InPrivate . | & My Sign-Ins | Security Info | Mic

i My Sign-Ins

2, Overview Security info

These are the methods you use to sign into your account or reset your password.
& Security info

—~+ Add sign-in method

2 Devices
Lost updated:
[=] Password 3 months ago Change
Q Password
o Security key .
) Settings & Privacy & Passkey My Backup YubiKey Delete ~

@ Recent activity

Lost device? Sign out everywhere

3. In the Delete security key prompt, Click Ok

InPrivate q ne | Mi 365 Copilot X My Sign-Ins | Security Info | Mic

Delete security key

Are you sure you would like to delete this method for your account?

“ Cancel

4. The security key authentication method is no longer associated with the Entra ID
account and can no longer be used to sign-in. If the YubiKey has not been reset, it
cannot be used to sign-in to the account until it is registered again and associated
with the account .
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