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This document provides guidance on enabling secure remote access to Windows devices
using passkeys (FIDO2 credentials) on YubiKeys for authentication using Remote Desktop
sessions for session-host and in-session authentication using Microsoft Entra.While remote
desktop sessions can be initiated from various client operating systems, this guide focuses
specifically on Windows-based clients.

When using a passkey (FIDO2) on a YubiKey to authenticate to an Entra ID-protected
resource, there are two authentication method types:

e Session Host Authentication — Used to sign into the Windows desktop at the
Windows sign-in screen.

e In-Session Authentication — Used to authenticate within an active session, such as
through a browser or application prompt.

Support for passkeys (FIDO2) and Remote Desktop connections depends on the client
platform's ability to support passkey protocols, most notably the Client to Authenticator
Protocol (CTAP) and WebAuthn. CTAP defines how external authenticators, such as FIDO2
security keys, communicate with a client platform. While most modern platforms support
these protocols, there are exceptions. For example, dedicated thin clients running
specialized operating systems may lack support; in such cases, it is recommended to
consult the device vendor to confirm compatibility. For more information, refer to the official
Microsoft guidance on client platform support.

Microsoft Entra authentication can be used on the following operating systems for both the
local and remote device:

e Windows 11 with the 2022-10 Cumulative Updates for Windows 11 (KB5018418) or
later installed.

e Windows 10 versions 20H2 or later with the 2022-10 Cumulative Updates for
Windows 10 (KB5018410) or later installed.

e Windows Server 2022 with the 2022-10 Cumulative Update for Microsoft server
operating system (KB5018421) or later installed.

To connect to a Windows device remotely, the following conditions must be met:

The device is powered on

It has active network connectivity

Remote Desktop is enabled on the device

The user has permission to initiate a Remote Desktop connection
The remote device is Entra joined or Entra hybrid joined

For in-session authentication, you are using a supported browser
You have registered a passkey (FIDO2) on your YubiKey

There's no requirement for the local device to be joined to a domain or Microsoft Entra ID. As
a result, this method allows you to connect to the remote Microsoft Entra joined device from:


https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-plan-rdp-phishing-resistant-passwordless-authentication?tabs=rdp-session-auth#client-platform
https://learn.microsoft.com/en-us/windows/client-management/client-tools/connect-to-remote-aadj-pc#connect-with-microsoft-entra-authentication
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-fido2-compatibility?tabs=web

Microsoft Entra joined or Microsoft Entra hybrid joined device in the same tenant
Active Directory joined device
Non-joined

You will need at least one (preferably two) supported YubiKeys from the following
series:
o YubiKey 5 Series

o YubiKey 5 FIPS Series
o YubiKey Bio Series (includes FIDO and Multi-protocol Editions)
(@]

Security Key Series (includes Enterprise Edition)

The following The Remote Desktop Connection clients are supported for Windows:
o MSTSC.exe for Windows Client 10+
o MSTSC.exe for Windows Server 2022+

For a full list of supported clients and platforms refer to the official Microsoft resource

Both devices (local and remote) must be running a supported version of Windows.
Follow the instructions to enable Remote Deskiop for your device
If the user who joined the device to Microsoft Entra ID is the only one who is going to
connect remotely, no other configuration is needed. To allow more users or groups to
connect to the device remotely, you must add users to the Remote Desktop Users
group on the remote device.

o Follow the instructions to add cloud-only users created in Entra ID to Entra

joined devices

The remote device must be accessible using its hostname preferably the FQDN
Ensure Remote Credential Guard is turned off on the device you're using to connect
to the remote device.



https://www.yubico.com/ca/store/compare/?products=yubikey-5c-nfc,yubikey-5-nfc,yubikey-5c,yubikey-5-nano,yubikey-5c-nano,yubikey-5ci
https://www.yubico.com/ca/store/compare/?products=yubikey-5c-nfc-fips,yubikey-5-nfc-fips,yubikey-5c-fips,yubikey-5-nano-fips,yubikey-5c-nano-fips,yubikey-5ci-fips
https://www.yubico.com/ca/store/compare/?products=yubikey-c-bio,yubikey-bio
https://www.yubico.com/ca/store/compare/?products=security-key-nfc-by-yubico-black,security-key-c-nfc-by-yubico-black
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-plan-rdp-phishing-resistant-passwordless-authentication?tabs=rdp-session-auth#remote-desktop-connection-client
https://learn.microsoft.com/en-us/windows/client-management/client-tools/connect-to-remote-aadj-pc#connect-with-microsoft-entra-authentication
https://learn.microsoft.com/en-us/windows-server/remote/remote-desktop-services/remotepc/remote-desktop-allow-access
https://learn.microsoft.com/en-us/windows/client-management/client-tools/connect-to-remote-aadj-pc#add-users-to-remote-desktop-users-group

1. Insert the YubiKey
2. Launch the Remote Desktop Connection app on the local device

a. Enter the FQDN of the remote device
b. Click the drop-down menu beside Show Options

B Remote Desktop Connection — >

| Remote Desktop
“>¢) Connection

Computer: | berver-2022 yubicodemo .ca e

Username:  YUBICODEMOYDemollser

You will be asked for credentials when you connect.

fvﬂ Show Options Help

3. Select Advanced

% Remote Desktop Connection — *

| Remote Desktop
“>¢) Connection

General Display Local Resources  Experience

Logon settings
f L Enter the name of the remote computer.

| ==

Computer:

Usermame:  YUBICODEMO“\DemoUser

You will be asked for credentials when you connect .

[ Allow me to save credentials

Connection settings

Save the cument connection settings to an RDP file oropen a
| saved connection.

Save Save As... Cpen...

{~ Hide Options Help




4. Under User authentication, click the checkbox besides the Use a web account to
sign in to the remote computer

a. Click Connect to establish a connection

& Remote Desktop Connection — *

| Remote Desktop
»¢) Connection

General Display Local Resources Experience  Advanced

Server authentication

J Server authentication verfies that you are connecting to the
EE intended remote computer. The strength of the verfication
required to connect is determined by your system security
palicy.

I server authentication fails:
Wam me o

Connect from anywhere

s,

Configure settings to connect through Remote Desktop
¥ Gateway when | am warking remotely.
LEa0

Settings. ..

User authentication

Ea I B8 Use a web accourt to sign in to the remote computer: I
o,

{ & Hide Options Help

5. The modern authentication prompt will appear
a. Click Sign-in options

B® Microsoft
Sign in

Email, phone, or Skype

No account? Create one!

Can't access your account?

Back Next

O‘h Sign-in options

Terms of use  Privacy & cookies




6. Select the Face, fingerprint, PIN or security key option

B® Microsoft

Sign-in options

[ Face, fingerprint, PIN or security key
a? @

Use your device to sign in with a passkey.

O Sign in with GitHub ®
Personal accounts only

Sign in to an organization
|E Search for a company or an crganization you're
waorking with.

Back

Terms of use  Privacy & cookies

7. When prompted to enter your PIN or if you have a YubiKey Bio, you will be prompted
to provide your fingerprint
a. Click Ok

- Windows Security X

Making sure it's you
Please sign in to "login.microsoft.com”.

This request comes from the app "App" by "Microsoft
Corporation”

® Security Key PIN
- seseseeS

Terms of use  Privacy & cookies




8. Touch the YubiKey when prompted

B® Microsoft

=’ Windows Security

Making sure it's you

Please sign in to "login.microsoft.com”

Corporation”.

8

This request comes from the app "App" by "Microsoft

Touch your security key.

Cancel

Terms of use  Privacy & cookies

9. You will be signed-in to the remote session




These instructions demonstrate how to sign-in to the Office 365 portal, however you can
sign-in to any web application you have access to that is connected to Entra ID.

1. Within the remote session, launch a browser and navigate to htt

2. At the Sign in prompt select Sign-in options

E Sign in to your account

ttps://login.microsoftonline.com/common/oauth

B® Microsoft

Sign in

Email, phone, or Skype

No account? Create one!

Can't access your account?

Q Sign-in options

Terms of use  Privacy & cookies

B  Q search m 0 -

19
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a {:} O B e

3. At the Sign-in options screen select the Face, fingerprint, PIN or security key
option

E Sign in to your account

s://login.microsoftonline.com/common/oauth2/v2

B® Microsoft

Sign-in options

[ ) Face, fingerprint, PIN or security key
a?

Use your device to sign in with a passkey. ©}

O Sign in with GitHub ®
Personal accounts only

Sign in to an organization
Iﬁ Search for a company or an erganization you're
working with.

Back

Terms of use  Privacy & cookies - --

B  Q search L
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https://portal.office.com

4. Enter your PIN and click Ok. Note if you are using a YubiKey Bio, you will be
prompted to touch your key and provide your fingerprint.

& Private (im] B Sign in to your account

login.microsoft.com

pu

| X

W Windows Security
Making sure it's you
Please sign in to “login.microsoft.com”.

This request comes from the app “msedge.exe” by
“"Microsoft Corporation”.

Please enter your security key PIN.
@®  Security Key PIN
bt |
sescssesl

OneDrive - Personal

Not signed in

T & cookies

i 1 ENG. 701 PM
28 Q search k& = !_ir a {:} O B L

5. Touch your YubiKey to complete the authentication

B Sign in to your account

login.microsoft.com

| x

¢ Windows Security

Making sure it's you

Please sign in to “login.microsoft.com”.

This request comes from the app “msedge.exe” by
“Microsoft Corporation”.

8

Touch your security key.

Cancel

Terms of use  Privacy & cookies

[ 3 ENG 702 PM
2R  Q search [“H Tl O} ~ e W e

6. You should now be signed in to Office 365
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