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This document serves as a post-deployment checklist to confirm that the guidance outlined
in the Admin Deployment Guide has been successfully implemented, enabling
passwordless authentication in Entra ID using a YubiKey.

General Requirements v

Created a FIDO2 User Group

Enabled Passkey (FIDO2) authentication method policy for test user group

Enabled Temporary Access authentication method policy for test user group

Enabled Key Restrictions and added the required AAGUIDs

Requirements for Entra joined devices for Windows 10 and 11 Sign-in v

Enable security keys for Windows sign-in via one of the following options:

Created and installed provisioning package on Windows 10/11 machine

Enabled security key login for Windows 10/11 devices managed by Intune

Created and deployed a group policy object for Windows 10/11 devices

Requirements for SSO into on-premise resources on Windows 10 and 11 v
Entra joined or Entra hybrid joined devices

Entra Kerberos server object is created in the on-premises Active Directory
instance and published to the Entra ID tenant
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